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General Personnel 

Personal Technology and Social Media; Usage and Employee Ethics; Conduct  

Definitions  

Includes - Means “includes without limitation” or “includes, but is not limited to.” 

Social media - Media for social interaction, using highly accessible communication 
techniques through the use ; and Conflict of web-based and mobile technologies to 
turn communication into interactive dialogue. This includes, but is not limited to, 
services such as Facebook, LinkedIn, Twitter, Instagram, Snapchat, and 
YouTube.Interest  

Personal technology - Any device that is not owned or leased by the District or otherwise authorized 

for District use and: (1) transmits sounds, images, text, messages, videos, or electronic information, (2) 

electronically records, plays, or stores information, or (3) accesses the Internet, or private 

communication or information networks. This includes laptop computers (e.g., laptops, ultrabooks, and 

chromebooks), tablets (e.g., iPads®, Kindle®, Microsoft Surface®, and other Android® platform or 

Windows® devices), smartphones (e.g., iPhone®, BlackBerry®, Android® platform phones, and 

Windows Phone®), and other devices (e.g., iPod®).  

Usage and Professional and Appropriate Conduct  

All District employees who use personal technology and social media shall:   

1. Adhereare expected to themaintain high standards for appropriate in their school relationships 

required by policy 5:120, Ethics and Conduct at all times, regardless of the ever-changing 

social media and personal technology platforms available. This includes District employees 

posting images or private information about themselves or others in a manner readily 

accessible, to students and other employees that is inappropriate as defined by policy 5:20, 

Workplace Harassment Prohibited; 5:100, Staff Development Program; 5:120, Ethics and 

Conduct; 6:235, Accessdemonstrate integrity and honesty, to Electronic Networks; 7:20, 

Harassment of Students Prohibited; and the Ill. Code of Educator Ethics, 23 Ill.Admin.Code 

§22.20. 

2. Choose a District-provided or supported method whenever possible be considerate and 

cooperative, and to communicatemaintain professional and appropriate relationships with 

students and their, parents/guardians. 

3. Not interfere with or disrupt the educational or working environment, or the delivery of 

education or educational support services. 

4. Comply with policy 5:130, Responsibilities Concerning Internal Information. This means that 

personal technology and social media may not be used to share, publish, or transmit information 

about or images of students and/or District employees without proper approval. For District 

employees, proper approval may include implied consent under the circumstances.  

5. Refrain from using the District’s logos without permission and follow Board policy 5:170, 

Copyright, and all District copyright compliance procedures.  
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6. Use personal technology and social media for personal purposes only during non-work times 

or hours. Any duty-free use must occur during times and places that the use will not interfere 

with job duties or otherwise be disruptive to the school environment or its operation.  

7. Assume all risks associated with the use of personal technology and social media at school or 

school-sponsored activities, including students’ viewing of inappropriate Internet materials 

through the District employee’s personal technology or social media. The Board expressly 

disclaims any responsibility for imposing content filters, blocking lists, or monitoring of its 

employees’ personal technology and social media.  

8. Be subject to remedial and any other appropriate disciplinary action for violations of , staff 

members, and others. In addition, the Code of Ethics for Illinois Educators, adopted by the 

Illinois State Board of Education, is incorporated by reference into this policy ranging from 

prohibiting the . Any employee from possessing or using any personal technology or social 

media at school to dismissal and/or indemnification of the District for any losses, costs, or 

damages, including reasonable attorney fees, incurred by the District relating to, or arising out 

of, any violation of this policy.  

The Superintendent shall:  

1. Inform District employees about this policy during the in-service on educator ethics, teacher-

who sexually harasses a student conduct, and , willfully or negligently fails to report an instance 

of suspected child abuse or neglect as required by the Abused and Neglected Child Reporting 

Act (325 ILCS 5/), engages in grooming as defined in 720 ILCS 5/11-25, engages in grooming 

behaviors, violates boundaries for appropriate school employee-student conduct required by 

Board policy 5:120, Ethics and Conduct.  

2. Direct Building Principals to annually:  

a. Provide their building staff with a copy of this policy. 

b. Inform their building staff about the importance of maintaining high standards in their 

school relationships.  

c. Remind their building staff that those who violate this policy, or otherwise violates an 

employee conduct standard will be subject to remedial and any other appropriate disciplinary 

actiondiscipline up to and including dismissal.  

3. Build awareness of this policy with students, parents, and the community. 

4. Ensure that no one for the District, or on its behalf, requests of an employee or applicant access 

in any manner to his or her social networking website or requests passwords to such sites.  

Periodically review this policy and any procedures with District The Superintendent or designee shall 

identify appropriate employee representatives and conduct standards and provide them to all District 

employees. Standards related to school employee-student conduct shall, at a minimum: 

1. Incorporate the prohibitions noted in paragraph 1 of this policy; 

2. Define prohibited grooming behaviors to include, at a minimum, sexual misconduct. Sexual 

misconduct is (i) any act, including but not limited to, any verbal, nonverbal, written, or 

electronic network system administrator(s) and present proposed changescommunication or 

physical activity, (ii) by an employee with direct contact with a student, (iii) that is directed 
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toward or with a student to establish a romantic or sexual relationship with the student. 

Examples include, but are not limited to: 

a. A sexual or romantic invitation 

b. Dating or soliciting a date 

c. Engaging in sexualized or romantic dialog 

d. Making sexually suggestive comments that are directed toward or with a student 

e. Self-disclosure or physical exposure of a sexual, romantic, or erotic nature 

f. A sexual, indecent, romantic, or erotic contact with the student 

3. Identify expectations for employees to maintain professional relationships with students, 

including expectations for employee-student boundaries based upon students’ ages, grade 

levels, and developmental levels. Such expectations shall establish guidelines for specific areas, 

including but not limited to:  

a. Transporting a student 

b. Taking or possessing a photo or video of a student 

c. Meeting with a student or contacting a student outside the employee’s professional role 

4. Reference employee reporting requirements of the Abused and Neglected Child Reporting Act 

(325 ILCS 5/), Title IX of the Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and 

the Elementary and Secondary Education Act (20 U.S.C. § 7926); 

5. Outline how employees can report prohibited behaviors and/or boundary violations pursuant 

to Board policies 2:260, Uniform Grievance Procedure; 2:265, Title IX Sexual Harassment 

Grievance Procedure; and 5:90, Abused and Neglected Child Reporting; and 

6. Reference required employee training related to educator ethics, child abuse, grooming 

behaviors, and boundary violations as required by law and policies 2:265, Title IX Sexual 

Harassment Grievance Procedure; 4:165, Awareness and Prevention of Child Sexual Abuse 

and Grooming Behaviors; 5:90, Abused and Neglected Child Reporting; and 5:100, Staff 

Development Program. 

Statement of Economic Interests 

The following employees must file a Statement of Economic Interests as required by the Ill. 

Governmental Ethics Act:  

1. Superintendent; 

2. Building Principal; 

3. Head of any department; 

4. Any employee who, as the District’s agent, is responsible for negotiating one or more contracts 

including collective bargaining agreement(s), in the amount of $1,000 or greater; 
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5. Hearing officer; 

6. Any employee having supervisory authority for 20 or more employees; and 

7. Any employee in a position that requires an administrative or a chief school business official 

endorsement. 

Ethics and Gift Ban 

School Board policy 2:105, Ethics and Gift Ban, applies to all District employees. Students shall not 

be used in any manner for promoting a political candidate or issue. 

Prohibited Interests; Conflict of Interest; and Limitation of Authority 

5. In accordance with 

Section 22-5 of the School Code, “no school officer or teacher shall be interested in the sale, proceeds, 

or profits of any book, apparatus, or furniture used or to be used in any school with which such officer 

or teacher may be connected,” except when the employee is the author or developer of instructional 

materials listed with the Illinois State Board of Education and adopted for use by the Board. An 

employee having an interest in instructional materials must file an annual statement with the Board 

Secretary.  

For the purpose of acquiring profit or personal gain, no employee shall act as an agent of the District 

nor shall an employee act as an agent of any business in any transaction with the District. This includes 

participation in the selection, award or administration of a contract supported by a federal award or 

State award governed by the Grant Accountability and Transparency Act (GATA) (30 ILCS 708/) when 

the employee has a real or apparent conflict of interest. A conflict of interest arises when an employee 

or any of the following individuals has a financial or other interest in the entity selected for the contract: 

1. Any person that has a close personal relationship with an employee that may compromise 

or impair the employee’s fairness and impartiality, including a member of the employee’s 

immediate family or household; 

2. An employee’s business partner; or 

3. An entity that employs or is about to employ the employee or one of the individuals listed 

in one or two above.  

Employees shall neither solicit nor accept gratuities, favors, or anything of monetary value from 

contractors, potential contractors, or parties to agreements or contracts. Situations in which the interest 

is not substantial or the gift is an unsolicited item of nominal value must comply with State law and 

Board policy 2:105, Ethics and Gift Ban.  

Guidance Counselor Gift Ban  

Guidance counselors are prohibited from intentionally soliciting or accepting any gift from a prohibited 

source or any gift that would be in violation of any federal or State statute or rule. For guidance 

counselors, a prohibited source is any person who is (1) employed by an institution of higher education, 

or (2) an agent or spouse of or an immediate family member living with a person employed by an 

institution of higher education. This prohibition does not apply to: 

1. Opportunities, benefits, and services available on the same conditions as for the general 

public. 
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2. Anything for which the guidance counselor pays market value. 

3. A gift from a relative. 

4. Anything provided by an individual on the basis of a personal friendship, unless the 

guidance counselor believes that it was provided due to the official position or employment 

of the guidance counselor and not due to the personal friendship. In determining whether a 

gift is provided on the basis of personal friendship, the guidance counselor must consider 

the circumstances in which the gift was offered, including any of the following: 

a. The history of the relationship between the individual giving the gift and the guidance 

counselor, including any previous exchange of gifts between those individuals. 

b. Whether, to the actual knowledge of the guidance counselor, the individual who gave 

the gift personally paid for the gift or sought a tax deduction or business reimbursement 

for the gift. 

c. Whether, to the actual knowledge of the guidance counselor, the individual who gave 

the gift also, at the same time, gave the same or a similar gift to other school district 

employees. 

5. Bequests, inheritances, or other transfers at death. 

6. Any item(s) during any calendar year having a cumulative total value of less than $100. 

7. Promotional materials, including, but not limited to, pens, pencils, banners, posters, and 

pennants. 

A guidance counselor does not violate this prohibition if he or she promptly returns the gift to the 

prohibited source or donates the gift or an amount equal to its value to a tax exempt charity.  

Outside Employment 

Employees shall not engage in any other employment or in any private business during regular working 

hours or at such other times as are necessary to fulfill appropriate assigned duties. 
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Incorporated 

by reference: 5:120-E (LEGAL REF.: 105 ILCS 5/21B-75 and 5/21B-80. 

Ill. Human Rights Act, 775 ILCS 5/5A-102.  

Code of Ethics for Ill. Educators) 

LEGAL REF.: , 23U.S. Constitution, First Amendment. 

2 C.F.R. §200.318(c)(1). 

5 ILCS 420/4A-101, Ill.Admin.Code § Governmental Ethics Act. 

5 ILCS 430/, State Officials and Employee Ethics Act. 

30 ILCS 708/, Grant Accountability and Transparency Act. 

50 ILCS 135/, Local Governmental Employees Political Rights Act. 

105 ILCS 5/10-22.20.39, 5/10-23.13, 5/22-5, and 5/22-90 (final citation pending). 

325 ILCS 5/, Abused and Neglected Child Reporting Act. 

775 ILCS 5/5A-102, Ill. Human Rights Act. 

23 Ill.Admin.Code Part 22, Code of Ethics for Ill. Educators. 

Pickering v. Board of Township H.S. Dist. 205, 391 U.S. 563 (1968). 

Garcetti v. Ceballos, 547 U.S. 410 (2006). 

Pickering v. High School Dist. 205, 391 U.S. 563 (1968). 

Mayer v. Monroe County Community School Corp., 474 F.3d 477 (7th Cir. 2007). 

CROSS REF.: 5:20 (Workplace 2:105 (Ethics and Gift Ban), 2:265 (Title IX Sexual 

Harassment Prohibited), 5:30 (Hiring Process and CriteriaGrievance Procedure), 

4:60 (Purchases and Contracts), 4:165 (Awareness and Prevention of Child 

Sexual Abuse and Grooming Behaviors), 5:90 (Abused and Neglected Child 

Reporting), 5:100 (Staff Development Program), 5:120 (Ethics and 125 (Personal 

Technology and Social Media; Usage and Conduct), 5:130 (Responsibilities 

Concerning Internal Information), 5:150 (Personnel Records), 5:170 (Copyright), 

5:200 (Terms and Conditions of Employment and Dismissal), 6:235 (Access to 

Electronic Networks), 7:20 (Harassment of Students Prohibited), 7:340 (Student 

Records) 

ADOPTED: February 21, 2017 

 


